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Overview

In order to provide password-less single sign-on for a Leostream user connecting to a remote
Windows operating system, the Leostream Platform leverages your corporate Certificate Authority to
request a signed Certificate on behalf of the Leostream user. The certificate is generated from a
Template that you must configure on your CA. The Leostream Platform-generated certificate is used
by the DCV Server to log the user into the operating system

The workflow is displayed in the following high-level diagram.
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Arrows indicate direction in which communication is established. Responses return on same port.

The workflow enumerated on the previous diagram is, as follows.

1. When the user requests a connection to an offered desktop, the Connection Broker
begins the certificate generation process. First, the Connection Broker generates a CSR
for the user. This CSR requires the user’s UPN, Domain name, and objectSid, which must
be included in the SAML assertion that logs the user into Leostream, and assumes that
the user’s account and domain are in the same domain as the CA that will be used to
generate the certificate.

It is also assumed that this certificate is valid for logging into any desktop the user is
offered, even if that desktop is in a different domain.

2. The Leostream Agent running on the Enrollment Servers signs the CSR with an existing
Enrollment Certificate, as described in Configuring Enrollment Servers and Certificates.

The Leostream Agent service must be running as a Service Account that has rights to
enroll certificates using the Login Certificate Template referenced in the following step.



3. The Leostream Agent on the Enrollment Server uses the cert req command with the
signed CSR to request a certificate on the behalf of the user using the template
described in Login Certificate Template Setup.

4. The Leostream Agent on the Enrollment Server returns that signed certificate to the
Connection Broker.

5. The Connection Broker then sends that certificate to the Leostream Agent on the user’s
remote desktop for use during the login process. The Leostream Agent, in turn, sends
the certificate to the DCV Server on the remote desktop to perform the operating
system login.

Step 1. Create a Leostream Service Account

In order to request a certificate on behalf of the user, the Leostream Agent service must be running as a
Service Account with the following permissions

e View and Enroll permissions for the Login Certificate template, which is created in Login
Certificate Template Setup

e Run permissions for Services on the Enrollment Servers
e Read permissions for the Enrollment Agent certificate private key

Leostream recommends creating a dedicated Service Account for running the Leostream Agent. Create
this account on the domain associated with your Certificate Authorities.

Step 2: Creating a Login Certificate Template

The Leostream Agent on your Enrollment Server queries your Certificate Authority for available
Smartcard Logon templates, to use for generating certificates for users. Use the following procedure to
make an appropriate certificate template for use with Leostream.

1. On your Certificate Authority, open a management console by running mmc, for example

= Run X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

oper: | B :

This task will be created with administrative privileges.

oK Cancel Browse...




2.

3.

4.

5.

In the Management Console, select File > Add/Remove Snap-in, as shown in the following
figure.

ri Console1 - [Console Root]
E File Action View Favorites Window Help

& New Ctrl+N
= Open.. ctrl+o
| Save Ctrl+S
Save As...
Add/Remove Snap-in... Ctrl+M
Options..

1 C\Users\.\Certificate

2 C\Windows\system32\certsrv

3 C\Windows\system32\dsa

4 C\Windows\system32\dnsmgmt

Exit

In the Add or Remove Snap-ins dialog, select Certificate Templates in the Available snap-ins list,
as shown in the following figure.

Add or Remove Snap-ins X

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
‘ Snap-in Vendor o [ Console Root Edit Extensions...
@ Microsoft Corp...
5 Certificates Microsoft Corp... Remove
?___ﬂj Certification Authority ~ Microsoft Corp...
%. Component Services  Microsoft Corp... Move Up
;‘l_- Computer Managem... Microsoft Corp...
M Device Manager Microsoft Corp... Move Down
= Disk Management Microsoft and ... Add >
° DNS Microsoft Corp...
5 Enterprise PKI Microsoft Corp...
{2] Event Viewer Microsoft Corp...
_| Folder Microsoft Corp...
J-; Group Policy Manage... Microsoft Corp...
.’ Group Policy Manage... Microsoft Corp...
\=[ Group Policy Object ...  Microsoft Corp... . e
! Crain Dalims Chartar Mirracnft Carn
Description:

The Certificate Templates snap-in allows you to create and manage certificate templates.

Click Add > to move the Certificate Templates to the Selected snap-ins list and then click OK.

In the Management Console, select the Certificate Templates to list all the available certificate
templates. Right-click on the Smartcard Logon template and select All Tasks > Duplicate



Template, as shown in the following figure.

~ Console Root Template Display Name Schema Version
3 Certificate Templates (adssoJecstreamy &l Exchange Enrollment Agent (Offline reque...

& Exchange Signature Only

& Exchange User

& Ipsec

1] IPSec (Offline request)

{3 Kerberos Authentication

& Key Recovery Agent

13 Leostream DCV Kerberos

1] Leostream DCV SSO

13 Leostream DCV SSO v2

13 Leostream Enroliment Agent

& ocsp Response Signing

{4 RAS and IAS Server

13 Root Certification Authority

@ Router (Offline request)

& 9
& Smartcard U: All Tasks ) Duplicate Template

S A N WNNNNNRNS 2 a3 a3 o
L T S e - RN I i N

13 Ssubordinate Properties 1 5
3 Trust List Sig 1 3
& User Help 1 3

In the Properties of New Template that opens, leave the Compatibility tab set to the defaults,
shown in the following figure.

Properties of New Template X
Subject Name Server Issuance Requirements
Superseded Templates Extensions Security

Compatibilty General RequestHandling Cryptography Key Attestation

The template options available are based on the earliest operating system
versions set in Compatibility Settings.

£ Show resulting changes

Compatibility Settings
Certification Authority
Windows Server 2003 =
Certificate recipient

Windows XP / Server 2003 ¥

These settings may not prevent earlier operating systems from using this
template.

el e

Go to General tab and enter a Template display name, which automatically updates the
Template name.

Also in this tab, enter a Validity period for the certificate. When a Leostream user first logs into



the Leostream Platform, the Connection Broker requests a certificate on behalf of that user. The
generated certificate is valid for the length of time set by the Validity period. The Connection
Broker stores the certificate and private key and continues to use that certificate for operating
system logins for as long as the certificate is valid.

Storing the certificate improves the performance of subsequent logins as the Connection Broker
does not need to regenerate a certificate. Choose the shortest Validity period that adheres to

your corporate security guidelines.

The following figure shows an example of a completed General tab.

Properties of New Template X

Subject Name Server Issuance Requirements
Superseded Templates Extensions Security
Compatibiity General Request Handling Cryptography Key Attestation

Template display name
Leostream DCV $SO

Template name:
LeostreamDCVSSO

Validity period: Renewal period:
1 years . 1| days

[[] Publish certificate in Active Directory

oK Cancel Apply Help

8. On the Request Handling tab, ensure that the Allow private key to be exported is unchecked.
The Connection Broker sends a CSR to the CA and, therefore, the Connection Broker stores the
Private Key. Neither the CA, the Enrollment Server, nor the user’s remote desktop will ever hold
the private key.

Also ensure that:
a. The Purpose is set to Signature and encryption

b. The Enroll subject without requiring any user input option is selected, as shown in the
following figure.



Properties of New Template X

Subject Name Server Issuance Requirements
Superseded Templates Extensions Security
Compatibilty General RequestHanding Cryptography Key Attestation

Purpose: Signature and encryption
Delete revoked or expired certificates (do not archive)

[ Include symmetric algorithms allowed by the subject
[] Archive subject's encryption private key

O Allow private key to be exported
Renew with the same key (*)
For automatic renewal of smart card certificates, use the existing key if a
new key cannot be created (%)
Do the following when the subject is enrolled and when the private key
associated with this certificate is used:
@ Enroll subject without requiring any user input
© Prompt the user during enroliment
-~ Prompt the user during enroliment and require user input when the private

key is used

* Control is disabled due to compatibility settings.

OK Apply Help

9. Inthe Cryptography tab:

a. Set Minimum key size to 2048 bits.

b. Select Requests must use one of the following providers and check the following
options:

Microsoft RSA SChannel Cryptographic Provide
Microsoft Base Smart Card Crypto Provider

NOTE: The selection in the Providers section may change based on discussions with the
Amazon DCV team or on security requirements by Microsoft.

| Superseded Templates Extensions Securty
Subject Name Server Issuance Requirements
Compatibiity ~General Request Handing  Crypiography  Key Attestation

Legacy Cryptographic Service Provider

Determined by CSP -
Minimum key size: 2048

Choose which cryptographic providers can be used for requests
O Requests can use any provider available on the subjeet's computer
(®) Requests must use one of the following providers:

Providers:

WiMicrosoft RSA SChannel Cryptographic Provider A
[CIMicrosoft Base Smart Card Crypto Provider

[IMicrosoft DH SChannel Cryptographic Provider

[IMicrosoft Enhanced Cryptoaraphic Provider v1.0

[IMicrosoft Enhanced DSS and Difie-Helman Cryptoaraphic Pr

Determined by CSP

Use ahemate signafure fomat

oK Cancel Aoply Help




10. Leave the Key Attestation tab at its defaults.

| Superseded Templates Extensions

Securty
Subject Name Server

Issuance Requirements
Compativilty Genersl Request Handing  Cryptography = Key Attestation
Key Attestation
None
Required, i clert is capable
Required

Perfom attestation based on:
User credentials
Hardware certicate
Hardware key

Issuance policies for key attesied certficates
Include issuanc policies for enforced attestation types
Perfom attestation orly (do not include issuance policies)

Controls are disabled due to compatibilty settings

oK Cancel Aooly Help

11. Leave the Superseded Templates tab at its defaults.

x

| Compaibiity General Request Handing  Cryptography ~ Key Atestation
Subject Name Server Issuance Requirements
Superseded Templates Exensions Securty

Certficates issued by this template supersede certficates issued by al
templates added to this lst. Add oly those templates whose certficates
allow tasks permitted by certificates issued by this template.

Certficate templates

Templcte Display Name Mirimum Supported Cfs

Add. Remove

0K Cancel Apply. Help

12. On the Extensions tab, confirm that the Client Authentication and Smart Card Logon Application
Policies are listed and that the Key Usage, as shown in the following figures.

Properties of New Template

x
Subject Name Sever Issuance Reqursments
Compatiblity General RequestHanding Cryptography Kay Aniestation
Superseded Tempiatas Extansions Seaurty

To madily an extension, select i, and then cick Edit

Extensions included in this template.
| | Basic Constraints
_| Certificate Template Information |
_Jissusnce Poices
liv.| Key Usage:

Edi.

Description of Agpleation Policies:
‘Chent Authentieation
Smart Card Logan
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Leostream DCV SSO v3 Properties ? X

Subject Name Issuance Requirements
General Compatibiity RequestHanding Cryptography Key Attestation
Superseded Templates Extensions Security Server

Te modify an extension, select it, and then elick Edit.

Extensions included in this template
|| Application Policies

|| Basic Constraints

[ Certficate Template Information
| lIssuance Poiicies

" Key Usage|

Description of Key Usage:
Signature requirements:
Digital signature

Allow key exchange only with key encryption
Criical extension.

13. On the Security tab, ensure that the Service Account created in Step 1. Create a Leostream
Service Account that runs the Leostream Agent service has Enroll and Read permissions.

14. On the Subject Name tab, select the Supply in the request radio button to allow the Connection
Broker to request certificates. When you select the option, the warning shown in the following
figure opens. Click OK on the warning dialog to return to the Properties of New Template dialog
with the Supply in the request option selected.

7 Because this template enables the Supply in the request option, ensure that the Connection
Broker is the only application with permission to use this template.

Superseded Templates Extensions Security -
Compatibility General Request Handing Cryptography Key Attestation
Subject Name Server Issuance Requirements

| Supply in the request

Use subject information from existing certificates for autoenroliment
renewal requests ()

<
- %plates (adss
Build from this Active Directory information
A 2 A 2 ti
Select this option to enforce consistency among subject names and to il
simplify certificate administration. N—
entication
Nore tions
Include e-mail name in subject name
Include this information in altemate subject name:
E-mail name
Certificate Templates X
Current settings for this certificate template allow a client to submit a
! certificate request using any subject name and does not require
approval by a certificate manager. Combining these certificate options
may create a security risk and is not recommended
* Col




15. Leave the Server tab at its defaults.

| Compatbity General Request Handing  Cryptography  Key Attestation
Extensions Securty

Superseded Templates
Issuance Requiremerts

Subject Name Server

Do not store cerficates and requests in the CA database (]

Do not include: revocation information in issued certficates (

* Control is disabled due to compatibiity settings

oK Cancel Aoply Help

16. In the Issuance Requirements tab, select the This number of authorized signatures option and
set the value to 1 to require an Enrollment Server to generate certifications from this template.

Also, ensure that:

a. The Policy type required in signature is set to Application policy
b. The Application policy is set to Certificate Request Agent

The following figure shows an example of the Issuance Requirements tab

Leostream DCV S50 v3 Properties ? _

General Compatibility RequestHandling Cryptography Key Attestation
Superseded Temp Extensi Security Seiver
Subject Name Issuance Requirements

Require the following for enroliment:
|:| CA certificate manager approval
Th-s number of authorized signatures. 1

If you require more than one signature, autoenroliment is not allowed.

Policy type required in signature:
Application policy ~
Application policy:
Certificate Request Agent ~
Add
Remove

Require the following for reenrollment:

(®) Same criteria as for enroliment
() Valid existing certificate
Allow key based renewal (*)
Requires subject information to be provided within the certificate

request.

* Control is disabled due to compatibility settings

17. Click OK on the Properties of New Template to create the new certificate template.
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After creating the new template, you must make it available to the certsrv application, as follows.

1. Open the Windows Start menu and type certsrv. Select the Certificate Authority option that
appears as the Best match, as shown in the following figure.

Best match

-i-* Certification Authority
App

Settings (3)

£ cer |

2. Right click on the Certificate Templates item in the Certificate Authority list on the left, and
select New > Certificate Template to Issue as shown in the following figure.

;‘,J certsrv - [Certification Authority (Local)\sso-AD-CA\Certificate Templates] = (] X

File Action View Help

= 2 cd= H

i Certification Authority (Local) Name Intended Purpose
v @l sso-AD-CA » E Leostream DCV Kerberos KDC Authentication, Smart Card Logon, ..
=t IRQVZZQS Cg?lflcates & Leostream DCV SSO Smart Card Logon, Client Authentication
: :sud e: |cats:s & Enrollment Agent Certificate Request Agent
| Pendin uests
954 3 CertServer SsL Server Authentication
S Folled Reuen:s & Directory Email Replication Directory Service Email Replication
_| Certificate Temnlatec 24 P o P
Manage 1in Controller Authentication Client Authentication, Server Authenticat..
swoc Authantication Cliant Aythentication, Server Authenticat..
New > Certificate Template to Issue wery
View , EFS Encrypting File System
1in Controller Client Authentication, Server Authenticat..
Refresh Server Server Authentication
Export List.. yuter Client Authentication, Server Authenticat...
Encrypting File System, Secure Email, Cli...
Help rdinate Certification Authority <All>
& Administrator Microsoft Trust List Signing, Encrypting ..

Enable additional Certificate Templates on this Certification Authority

3. Inthe Enable Certificate Template dialog that opens, locate and select the template you created
in the previous procedure, then click OK.

Your certificate authority is now ready to integrate with your Leostream Platform.
L g you make changes to your certificate template after making it available to the certsrv

application, you must remove the previous template and add your changes. To remove the previous
template:

1. Open the Certificate Authority application as described in step 1 of the above procedure.

2. Select Certificate Templates in the tree on the left.

13



Right-click on the template to delete and select the Delete option, for example:

| Console Root Template Display Name Sc
’ﬁj z:;‘:::::z;“:’em User | @ enroliment Agent (Computer) for Wi1Certsigner 2
plates (adssoleot | 7 ¢, oliment Agent for W11CertSigner 2
£ Exchange Enroliment Agent (Offline request) 1
£ Exchange Signature Only 1
3 Exchange User 1
2 IPsec 1
A3 1PSec (Offline request) 1
i3 Kerberos Authentication 2
£ Key Recovery Agent 2
Ecoveam ooy 50
& Leostream DCV SSO
13 Leostream DCV S5O Reenroll All Certificate Holders
3 Leostream Enrollme Change Names
i3] OCSP Response Sig
{3 RAS and IAS Server
{# Root Certification A Delete
- e

Duplicate Template

All Tasks >

Click Yes in the Certificate Templates confirmation dialog.

Repeat the procedure to add the certificate template with the changes to the Certificate
Authority.

Step 3: Configuring Enrollment Servers and
Certificates

Designate one or more dedicated Windows machines as Enrollment Servers for your Leostream
environment. To configure these machines to work with Leostream, you must complete the following
steps, in order:

1.

Create the Service Account that will run the Leostream Agent service on the Enrollment Server
(as described in Step 1. Create a Leostream Service Account).

On your Certificate Authority, create an Enrollment Agent (Computer) Template for the
Enrollment Server (as described in Create Enrollment Agent Template for Enrollment Server).

On the Enrollment Server, generate an Enroliment Agent Certificate from the template created
in the previous step (as described in Generate an Enrollment Certificate on the Enrollment
Server).

Grant Private Key Access to the Leostream Service Account that will run the Leostream Agent (as
described in Grant Private Key Access to the Leostream Service Account).

On the Enrollment Server, install the Leostream Agent and update the Leostream Agent service
so it runs as the Service Account defined in at the beginning of this procedure (as described in
Install the Leostream Agent on the Enrollment Server).

After you install the Leostream Agent on each Enrollment Server, it automatically registers the machine
with the Connection Broker as an Enrollment Server. If the machine is already inventoried by one of your
Centers, that existing desktop record is converted to an Enrollment Server. Otherwise, the Connection
Broker automatically creates an Uncategorized Desktops center to store the record. Enrollment Server

14



machines are listed on the > Setup > Enrollment Servers page and are removed from > Resources >
Desktops page.

Create Enrollment Agent Template for Enrollment Server

Use the following procedure to make an appropriate Enrollment Agent Template to use to create an
Enrollment Certificate for your Enrollment Server. This template is used to issue a certificate that is
valid only on the Enrollment Server.

1. Loginto your Certificate Authority.

2. Open a management console by running mmc, for example:

=/ Run X

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Open: ‘ v

9

This task will be created with administrative privileges.

Cancel Browse...

3. Inthe Management Console, select File > Add/Remove Snap-in, as shown in the following
figure.

ﬁConsolﬂ - [Console Root]

E File Action View Favorites Window Help

@ New Ctrl+N
Open.. Ctrl+O
Save Ctrl+S
Save As...
Add/Remove Snap-in.. Ctrl+M
Options..

1 C\Users\..\Certificate

2 C\Windows\system32\certsrv

3 C\Windows\system32\dsa

4 CAWindows\system32\dnsmgmt

Exit

4. Inthe Add or Remove Snap-ins dialog, select Certificate Templates in the Available snap-ins list,
as shown in the following figure.

15
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Add or Remove Snap-ins X

You can select snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For extensible
snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins:
Snap-in Vendor o = Console Root Edit Extensions...
@ Microsoft Corp...
5 Certificates Microsoft Corp... v
z_ﬂj Certification Authority ~ Microsoft Corp...
%. Component Services  Microsoft Corp... Move Up
;‘l.; Computer Managem... Microsoft Corp...
& Device Manager Microsoft Corp... Move Down
= Disk Management Microsoft and ... Add >
£, DNS Microsoft Corp...
5 Enterprise PKI Microsoft Corp...
{d] Event Viewer Microsoft Corp...
| Folder Microsoft Corp...
|3 Group Policy Manage... Microsoft Corp...
[ Group Policy Manage... Microsoft Corp...
-/ Group Policy Object ...  Microsoft Corp... . A Aveanced
I Craiin Dalims Crartar Mirrnenft Carn
Description:

The Certificate Templates snap-in allows you to create and manage certificate templates.

Click Add > to move the Certificate Templates to the Selected snap-ins list and then click OK.
In the Management Console, select the Certificate Templates to list all the available certificate
templates. Right-click on the Enrollment Agent (Computer) template and select Duplicate
Template.

In the General tab, shown in the following figure:

a. Enter a Template display name, which sets the template name (e.g., Leostream
Enrollment Agents).

b. Set the desired Validity period (e.g., 2 years).
c. Check the Publish certificate in Active Directory option.

d. Click Apply.
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9.

8.

Properties of New Template
Subject Name Server

Compatibiity General | Request Handling

Template display name

lssuance Requirements

Superseded Templates Exensions Securty

Cryptography  Key Attestation

Leostream Envoliment Agerts

Template name:

Validy period:

T

Publish certficate in Active Directory

o | [E=]

Renewal period:
o

[ Do net automatically reenroll f a duplicats certficate exists in Active
ctor

Apply Help

In the Security tab:

a. Under the Group or user names field:
i. Click the Add button.

ii. Inthe Select Users, Computers, Service Accounts, or Groups dialog, click the
Obejct Types button and ensure that Computers is checked in the Object Types

dialog. Click OK.

iii. Enteror

iv. Click OK

search for the Computer record for your Enrollment Server that will
request certificate using this template.

Select that Computer and grant Read and Enroll permissions.
Ensure Authenticated Users or other unnecessary groups do not have Enroll permissions

to maintain security.

Properties of New Template

Subject Name Server
Compatibiity General Request Handing Cryptography ~ Key Attest:

Superseded Templates
Group or user names

2 Authenticated Users
2 Administrator

Issuance Requirements

Extensions

88 Domain Admins (ssoleodev\Domain Adming
S8 Enterprise Admins (ssoleodev\Enterprise Admins)

W11CERTSIGNER (ssoleodev\W11CERTSIGNERS)

Permissions for W11CERTSIGNER
Full Control
Read
Wite
Envoll
Autoenroll

For special permissions or advanced settings, cick

Advanced

ORORO|¥
5 4

o [Tl wm

Leave all other settings in the Properties of New Template dialog at their defaults and click OK.




10. After creating the new template, publish it for use. Open the Windows Start menu and type
certsrv. Select the Certificate Authority option that appears as the Best match, as shown in
the following figure.

Best match

-i-* Certification Authority
App

Settings (3)

£ cerf I

11. Right click on the Certificate Templates item in the Certificate Authority list on the left, and
select New > Certificate Template to Issue as shown in the following figure.

;‘J certsrv - [Certification Authority (Local)\sso-AD-CA\Certificate Templates] = O X

File Action View Help

s 2 cd=H

! Certification Authority (Local) Name Intended Purpose
v @l ss0-AD-CA " ] Leostream DCV Kerberos KDC Authentication, Smart Card Logon, ...
o IRGVZ:eS Cg;t:flcates & Leostream DCV SSO Smart Card Logon, Client Authentication
i : eriicates & Enrollment Agent Certificate Request Agent
| Pending Requests )
% #| CertServer SSL Server Authentication
| Failed Requests 3 pi Ervail Reblicati Di N ——
S Cartificate Tamnlatas irectory Email Replication irectory Service Email Replication
Manage 1in Controller Authentication Client Authentication, Server Authenticat...
swnc Authantication Cliant Aythentication, Server Authenticat..
New > Certificate Template to Issue wery
View 5 (EFS Encrypting File System
1in Controller Client Authentication, Server Authenticat..
Refresh Server Server Authentication
Export List... yuter Client Authentication, Server Authenticat..
Encrypting File System, Secure Email, Cli...
Help rdinate Certification Authority <All>
& Administrator Microsoft Trust List Signing, Encrypting ..

Enable additional Certificate Templates on this Certification Authority

12. In the Enable Certificate Template dialog that opens, locate and select the template you created
in the previous procedure, then click OK.

Generate an Enrollment Certificate on the Enrollment Server

To initialize the Enrollment Server, generate an Enrollment Certificate using the created Enrollment Agent
(Computer) Template, as follows.

1. Loginto the Enrollment Server.
2. Open the Certificates Snap-in:

o Press Win + R, type mmc, and press Enter.
o Inthe MMC console, go to File > Add/Remove Snap-in.
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Select Certificates, click Add
Choose Computer account, as shown in the next figure, and click Next.

Certificates snap-in X

This snapn wil always manage cerfficates for
My user account
Service account

© Computer account

Next Cancel

o With Local computer selected, click Finish to select the snap-in.
o Click OK in the Add or Remove Snap-ins dialog

3. Request the Enrollment Agent Certificate:
o Under the Computer account, expand Certificates > Personal.
Right-click the Certificates folder, select All Tasks > Request New Certificate.
In the Certificate Enrollment wizard, click Next.
Select Active Directory Enrollment Policy and click Next.
Locate and check the box for the Enroliment Agent (Computer) template you created.
Click Enroll.
Complete the wizard to receive the certificate.

O O O O O O

4. Verify the Certificate:
o Inthe MMC console, navigate to Personal > Certificates.
o Ensure the Enrollment Agent certificate appears with the intended purpose of
Certificate Request Agent.

Grant Private Key Access to the Leostream Service Account

After verifying that the Enroliment Agent Certificate was enrolled successfully, you must grant access to
the certificate's private key to the Service Account that will run your Leostream Agent. Because the
certificate was enrolled into the Local Computer store, only SYSTEM and Administrators have access to
the private key, by default. The Leostream Agent service runs as your Service Account and must be able
to read this key.

In the MMC console with the Certificates (Local Computer) snap-in:

Navigate to Personal > Certificates.

Right-click the Enroliment Agent certificate and select All Tasks > Manage Private Keys.
In the Permissions dialog, click Add.

Enter the Service Account (e.g., _leostream.svc) and click OK.

Grant the account Read permission and click OK.

ok wnNE
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Install the Leostream Agent on the Enrollment Server

The Leostream Agent can be installed using the installation wizard. When stepping through the wizard:

Do not select any additional tasks during installation.
Enter the correct address for your Leostream Connection Broker environment so that the
Leostream Agent can register with your Leostream Platform after installation.

Your Connection Broker must contain a center to inventory the machines used as your
Enrollment Servers. If a Desktop record does not already exist, create an Uncategorized Desktops
center to store the Leostream Agent Registration.

After installation, switch the Leostream Agent service so it runs under the Service Account created in
Step 1, instead of under the Local System account.
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1.

6.

7.

In the Windows Search bar, type “Services” to open the System Services dialog.
Scroll down to the Leostream Agent service.

Right click on the Leostream Agent service and select Properties.

In the Leostream Agent Properties, on the General tab, click the Stop button.

Go to the Log On tab.

File Action View Help

e | T E ez HeEl »eun
Services (Local) . Services (Local)
Leostream Agent Name D¢ Leostream Agent Properties (Local Computer) X
_ &) Hyper-V Guest Shutdown S... Pr
Stop the service General LogOn Recovery Dependencies

Stopth &), Hyper-V Heartbeat Service M
Restart the service iy
&) Hyper-V PowerShell Direct .. Pr  Logonas

£ Hyper-V Remote Desktop Vi... P
s Hyper-y Remote Desktop ¥ ™ @ Local System account

Description: &), Hyper-V Time Synchronizat...

Executes Leostream Connection otk u Y| Alow service to interact with deskiop
& Hyper-V Volume Shadow C... C¢

Broker requests.
£ IKE and AuthlP IPsec Keying... TE () This account

& Internet Connection Sharin... Pr
& Inventory and Compatibilit... Tk

1 IP Helper Pr
£ IP Translation Configuratio... C¢
G IPsec Policy Agent Ini

& Kerberos Local Key Distribut... Tk
& KtmRm for Distributed Tran... C¢
£ Language Experience Service Pr
&3 Leostream Agent Ex
&G Link-Layer Topology Discov... Cr
& Local Profile Assistant Service Tk
&) Local Session Manager C
& McpManagementService Ut
& MessagingService_2bc31130  Se
&k Microsoft Account Sian-in ... En S
Extended / Standard / OK | Cancel 2 il

Select the This account radio button.

Enter the username and password for the Service Account you created in Step 1.



8. Click Apply and click OK on the confirmation dialog that opens.
9. Go back to the General tab.

10. Click Start.

The Enrollment Server is now configured and appears in your Connection Broker on the > Setup >
Enrollment Servers page. The Leostream Agent uses LDAP queries to discover the Certificate Authorities
that it can use to generate logon certificates and inventory the available Smartcard Logon certificate
templates on each CA. See Viewing your Enrollment Servers for more information.

Step 4: Configuring the Connection Broker

SAML Authentication Server Setup

To generate a certificate on behalf of a Leostream user, the Connection Broker must have the user’s UPN
(userPrincipalName), Domain, and Object security identifier (objectSid). For users logging into your
Leostream environment after authenticating with a SAML-based authentication server, the SAML
assertion must return all of these attributes.

You specify the attributes that returns the UPN, Domain, and objectSid, as follows.

1. Inthe Connection Broker Administrator Web interface, go to the > Setup > Authentication
Servers tab.

2. Click the Edit action for your SAML authentication server or add a new authentication server. If
you have not configured a SAML authentication server, see the Using SAML-Bsed Identity
Providers with Leostream guide for complete instructions.

3. Scroll down to the SAML Attribute Mappings section, shown in the following figure, and ensure
that you set the following attributes, at a minimum.

SAML Attribute Mappings
Name

{SAML hitp /ischemas xmisoap.arg/ws/2008/05/identity/claims/givenname {SAML hitp //schemas xmisoap orghws(200

Email address.

hitp:i/schemas xmisoap org/ws/2005/05 /identity/claims/emailaddress
This is used as the RFC822 address to create user certificates for DCV certificate-basad single sign-on

UPN (userPrincipalName)
|

This is used to create user certificates for DCV cerfificate-basad single sign-on

Domain

This will be used as the domain when logging info domain-joined desktops

Object security identifier (objectSid)

This is used to creale user certificales for DCV certificale-based single sign-on

a. Inthe UPN (userPrincipalName) edit field, enter the SAML attribute that returns the
UPN.
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b. Inthe Domain edit field, enter the SAML attribute that returns the user’s domain. The
value returned by this attribute must exactly match the Domain value specified in you
Enrollment Servers, as described in the following section.

c. Inthe Object security identifier (objectSid), enter the SAML attribute that returns the
user’s SID. The Connection Broker cannot generate valid certificates without this value.

4. Click the Save button at the bottom of the form.

Viewing your Enrollment Servers

As soon as you install a Leostream Agent on your Enrollment Server, the agent registers the machine
with the Connection Broker as an Enrollment Server. If the Windows machine was previously listed on
the > Resources > Desktops page, the Connection Broker removes it.

The > Setup > Enrollment Servers page, shown in the following figure, lists the currently registered
Enrollment Servers, for example:

{?\ leostream

Signed in as Administrator
(system)

Dashboards v Actions Enroliment Server Name & Desktop Name Desktop Hostname Linked Domains
Al v [ An v Al
Setup v
Edit|Scan  W11CertSigner ES ID 1 W11CertSigner W11CertSigner sso leostreamdev  ss0 leostream dev
Authentication Servers Edit | Sca W11CertSigner ES name ID 2 W11CertSigner sso leostream dev  W11CertSigner sso leostream dev

Enroliment Servers

Click the Edit action to view or edit the Enrollment Server properties, as shown in the following figure.
The Enrollment Server lists all the Certificate Authorities available for generating Smartcard Logon
certificates.

Edit Enroliment Server for Passwordless SSO (©)

Enroliment Server name

[ dev-w11-client sso leostream dev }

®

Settings for certificate authority: ad.sso.leostream.devisso-AD-CA
Priority: | 1 (highest)

Domain(s) for which user certificates are valid

[ sso0 leostream dev }

This should match user's login domain

Certificate template

[ LeostreamDCVSSOv3 v }

Settings for certificate authority: cal.sso.leestream.devisso-CA1-CA
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To configure the Enrollment Server:

1.

6.

In the Enrollment Server Name, enter a name for the record in the Connection Broker.

Set the Priority drop-down menu to 1 (highest) for at least one of the listed Certificate Authority.
Select Do not use for all Cas that should not be used for certificate generation.

If you need to support failover to a secondary CA, select a Priority of 2, 3, etc. for the secondary,
tertiary, etc. CAs.

In the Domain(s) for which user certificates are valid field, enter all the domain names that may
be returned for users who need to request certificates from this Certificate Authority. These
values must exactly match the value returned in the Domain field for the SAML authentication
server. For example, if you have a mixture of FQDN and NetBIOS names, enter:

sso.leostream.dev ssoleodev
If the CA can generate certificate for multiple domains, enter all the domains in this field.

From the Certificate template drop-down menu, select the Smartcard Logon template to use
when requesting certificates on behalf of users in this domain.

If multiple CAs are prioritized, ensure that each is configured correctly.

Click Save.

Enable DCV SSO in the Protocol Plan

Your Leostream Protocol Plans indicate which DCV connections leverage the passwordless SSO feature,
as follows.
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1.

In the Connection Broker Administrator Web interface, go to the > Configuration > Protocol
Plans tab.

Edit or create a new protocol plan for DCV SSO.

In the Web browser section of the Protocol Plan, set or ensure that the priority of Amazon DCV
or Amazon DCV HTML5 Viewer is set to 1.

Check the Use DCV external authenticator with token checkbox.

? Ensure that your DCV server is configured to use your Connection Broker for external
authentication. See the Leostream Guide for Working with Display Protocols for instructions on
configuring external authentication.

Check the Use DCV certificate-based single sign-on checkbox.


https://docs.leostream.com/v2024/leostream_display_protocols.pdf

6. You can launch the DCV client using either a file download or URI.

7. Save the form.

Testing Certificate Generation

Create a policy that offers DCV-enabled desktops and uses your DCV SSO Protocol Plan, then ensure that
the Assignments table for your SAML authentication server assigns that policy to the appropriate users.

To test the certificate generation, log into Leostream as a user who is assigned to that policy and launch a
DCV connection. The Connection Broker generates a login certificate only after creating the DCV session.

7 A generated certificate is reused until it expires, unless any of the user’s SAML attributes changes.
The certificate is regenerated when any of the user’s SAML attributes change.

All generated certificates are listed on the > Resources > Certificates page. To force the Connection
Broker to regenerate a user’s certificate, click the Remove action associated with that certificate.

24



